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The Opening Scene .
>

What have you got that’s worth stealing?
How might | get it?

What can you do to stop me?
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The Swag
What Per Gram Per square cm
£400,000 £1.3m
£30 - £2500 n/a
£100 n/a
£700,000 £85k
£17 n/a
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The Competition

By David Connett
The Donal MacIntyre programme, BBC 5 Live

Private-eyes offer 'illegal services'’

The government is moving to
regulate the private-eye industry
after growing evidence the work of
private investigators is a world
away from the romantic fictional
image of Sam Spade.

& BBC investigation approached 40
private detective agencies in the UK
and the results suggest the reality is
an altogether maore sinister affair.

The private investigators offered to
bug phones and homes

Hackers target the home front

Criminals are trying to gain access to banks’ computer networks via the weakest

link in the security chain: executives who work at home, reports Pete Warren

30 November 2007 - 14:33

Guilty plea in Fidelity data theft case

A former database administrator at Fidel

ity National Information Services has

pleaded guilty to stealing 8.4 million customer records from its Certegy unit

and selling it on to data brokers.
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Two missing computer discs
containing the personal
details of 25 million people
could be worth up to £1.5bn

I to criminals, say the Lib
Dems.

Acting leader Yincent Cable

told MPs an "enormous amount”
was still at stake, after discs 3 ol caid the discs could dwarf
containing the entire child the value of the Brinks Mat robbery
benefit database got lost in transit.
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It's Real .
5
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When | Was A Lad !
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A Day In The Life Of “My” Perimeter

Activity ‘Perimeter’ now includes

Check blackberry My Blackberry, Vodafone,
RIM, their ISP, the internet

Sync laptop My home wireless network,

my ISP, the internet.

Check Facebook and
Twitter on blackberry

Facebook and Twitter
applications

Work on the laptop on the
train

My 3G dongle and providers,
the internet

Arrive at office, take the
laptop into Starbucks and
use their WIFI to surf,
then leave the blackberry
on the table

Every customer of Starbucks,
their IT support team and
their ISP.

Forget to turn off the wifi
on my laptop when | go
back into the office

Everyone within 50 metres of
my desk or the ground-floor
meeting rooms | take it to

Remote back to my
desktop from my home
PC

My personal home PC
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The Threat Has Changed #1 !

Source: Kaspersky Labs
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The Threat Has Changed #2 !
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The Balance Of Risks .
10

Confidentiality

16
12

Availability Integrity
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Threat Scenarios (My Plans Of Attack) .
11

Cause a false / trivial evacuation, tailgate re-entry with the masses

Make you invoke your recovery workspace, attack you there or at your office

Hang around recovery centres, wait for someone (anyone) to invoke

Place myself or stooges as a cleaner or IT support with your recovery provider, wait for an exercise

Target your IT or Marketing staff with trojan malware at home (keyloggers/screenscapers)
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Keeping Me Out .
12

Protect the right asset (system, building, information)

What's the vulnerability?

What's the exploit? Understand determined vs casual attackers

Where are the layered countermeasures?

Find the “sweet spot” in dealing with determined attackers
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Don't get any ideas .
13
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